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INTRODUCTION





	The Internet is a world-wide network of computer links which enables computer users to connect with computers all over the world.  Since materials are transmitted through the Internet at a very high speed and with few technical difficulties, the exchange of information and knowledge is greatly enhanced.  Up until May 1996, Hong Kong has more than 60 Internet Services Providers (ISPs) serving around 120,000 users and the number of users is increasing rapidly.  Increasingly the Internet is used for commercial purposes.  While information transmitted through the Internet is largely intended for educational, cultural, entertainment or academic use, there is community concern over the availability of obscene and indecent materials which could be harmful if accessed by minors.








REGULATORY ISSUES





2.	Since information and messages can originate from a large number of electronic addresses and sites in a global link of computer networks, it is very difficult to identify the content provider of a piece of obscene or indecent material.  Moreover, regulatory actions may prove to be very difficult if the materials originate from outside Hong Kong.  The colossal amount of materials transmitted and the huge traffic through the Internet everyday makes any active monitoring scheme impracticable and perhaps even impossible.








The Working Group





3.	To examine the feasibility and appropriateness of any measures which might be introduced to address the issue, the Government set up in December 1995 an interdepartmental working group comprising representatives from the Broadcasting, Culture and Sport Branch, Economic Services Branch, Legal Department, Office of the Telecommunications Authority, and Television and Entertainment Licensing Authority.  This paper sets out the initial proposals of the Working Group on how to tackle the problems of objectionable materials on the Internet.  The proposals are intended to serve as a basis for consultation with industry members, i.e. ISPs.








THE SELF-REGULATION FRAMEWORK





4.	The Working Group believes that in formulating an effective regulatory framework to control obscene and indecent materials on the Internet, it should be guided by the following principles :-





in addressing the community concerns and desire to protect our young people and public morals, the individual’s rights and freedom to information and expression should not be compromised;





that it should be consistent with the content regulation applied to the print media as laid down in the Control of Obscene and Indecent Articles Ordinance (COIAO) as far as possible;





that it should be technology neutral so that the regulatory framework would not become outdated as new forms of technology emerge; and





that the development of on-line businesses in Hong Kong is not impeded by unnecessary administrative and legal burdens.





5.	To meet the above objectives and to take account of the unique nature of the Internet, the Working Group proposes a self-regulatory scheme which encompasses the promulgation of a code of practice, and the institution of a complaints handling mechanism by a regulatory body to be set up with members drawn from the industry.  For its own part, the Government will introduce necessary amendments to establish beyond doubt that the control of obscene and indecent materials transmitted on the Internet is within the ambit of the COIAO.








THE CODE OF PRACTICE





6.	The purpose of a code of practice is to set out the behavioural standards which the public can expect from ISPs.  It also provides a basis for self-discipline and compliance.  Relying on codes of practice for regulatory purpose is not uncommon in Hong Kong.  Television and radio broadcasters are for example required to comply with codes of practice governing programming, advertising and technical standards.  A well designed code of practice can protect the industry by providing guidelines which its members can observe to avoid offending against the law.





7.	In order to develop a code of practice for the Internet industry, it is necessary to decide whether all or part of the transmissions should be covered.  In line with the principles set out in paragraph 4 above, we propose that it is appropriate to confine any regulatory measures to public materials transmitted on World Wide Web sites and newsgroups.  Personal communications such as electronic mails should be excluded.





8.	To address public concerns over the transmissions of obscene and indecent materials on the Internet, we believe that access to sites of obscene materials should be blocked altogether while access to sites of indecent materials should be controlled.  In the case of transmission of obscene materials, we envisage a procedure whereby on being notified by the regulatory body, all ISPs could initiate action within a reasonable period of time to block access to a specified site.  We are advised that technically this is feasible and can be done.  Cognizant however of the inherent difficulties of monitoring, and not wanting to entrust the regulatory body with any censorial functions, it is proposed that the regulatory body should only act on complaints.  Detailed proposals as to how complaints should be dealt with are discussed in paragraphs 12 to 16 below.  With regard to sites where indecent materials are transmitted, we consider that access to them should only be made available with a Personal Identification Number.  We believe that this differential treatment is in line with the spirit in the COIAO which bans obscene materials and require warning notes and special distribution arrangements such as plastic wrapping for indecent ones.





9.	While blockage of and control on access can be justified in cases of obscene and indecent transmissions respectively, other less offensive materials need not in our view be barred from adults.  However, in order to assist parents in exercising guidance, we invite views as to whether it is feasible to insert appropriate prior warnings to materials considered to be of an adult nature or whether screening software could be developed for such purposes.








�
A REPRESENTATIVE INDUSTRY BODY





10.	As an emerging industry, ISPs in Hong Kong are not yet represented by a single industry body.  We propose that consideration be given to setting up such a body to represent the interests of industry members and to liaise with Government on industry-wide issues.  Such a body can also help to develop, maintain and enforce any code of practice adopted by industry members.  The Government would provide advice to the industry body in the course of the drawing up of the code of practice by this body.





11.	This industry body should be an independent and a self-financing set up with minimum requirements for full time paid staff.  Depending on the ultimate function this body is to assume, costs for providing services to its members may be recovered from membership fees or other sources to be decided.  To accord a proper status to this body, consideration can be given to requiring all ISP licence holders to register as a member.








THE COMPLAINTS HANDLING MECHANISM





12.	As discussed in paragraph 4 above, the Hong Kong Government is committed to upholding freedom of expression and of access to information.  Just as the print media is not subject to any pre-censorship, we propose that the contents transmitted through the Internet should be treated similarly and by the same legal vehicle, i.e., the Control of Obscene and Indecent Articles Ordinance.





13.	The Working Group proposes that complaints of any objectionable or offensive materials could be made direct to the industry body for investigation and action.  If it is established that the complaint is justified, instructions to all ISPs to block their users from accessing the sites should follow.  Sites should be blocked for the whole period during which the obscene materials are available.  However, if those sites no longer contain obscene materials, there is no need to continue blocking access to them.





14.	As to who should determine whether a piece of material is obscene, indecent, or neither, the Working Group has two options to offer for consideration.








�
Option 1: Classification by the Obscene Articles Tribunal





15.	Under the COIAO, the Obscene Articles Tribunal (OAT) has the exclusive authority to determine whether an article submitted to it is obscene, indecent, or neither.  Under this option, the industry body could submit the material in question to the OAT for classification.  This is in line with the existing policy and practice and would ensure that a consistent standard is applied.  However, as OAT takes at least three days to make a classification and bearing in mind the rapid changing nature of messages on the Internet, it is arguable whether such an arrangement will be effective.  There is also a question of costs if the materials are to be submitted by this body.








Option 2: Classification by the Industry Body





16.	Under this option, the industry body will decide, with the help of some guidelines drawn from the standards adopted by the OAT,  whether the material in question is acceptable.  The main advantage of this option is that it will enable early action to be taken to either remove or block the problematic sites.  Submission to the OAT for classification can be taken as the second step if there is disagreement over the industry body’s decision.








REASONABLE DEFENCE





17.	It is expected that only minimum legal enforcement action needs to be taken if all ISPs agree to comply with the code and submit themselves to accepting and effecting the industry body’s advice.  The due diligence of ISPs could serve as reasonable defence in the event of their being charged under the COIAO.








LEGISLATIVE AMENDMENTS TO THE COIAO





18.	Not all the provisions in COIAO are relevant or applicable to the electronic publications on the Internet.  Government will give due regard to the nature of the Internet services and will undertake consultations with the industry and the public before bringing forward the amendment legislation for enactment.








�
EDUCATION AND PUBLICITY





19.	The Working Group believes that technological advancement and development of the so called Information Superhighway should be encouraged and not stifled.  As for the promotion of the proper use of the Internet, education and publicity campaigns should help to enhance awareness.





20.	The Working Group is aware of a number of filtering tools which are already available in the market.  Although they are not without limitations, we hope further research and development in this area will provide parents with the necessary tools to exercise guidance on their children.








Conclusion





21.	The Working Group welcomes views and comments on the issues and proposals made in this paper.  Your comments will contribute to the formulation of our final recommendations.  Please forward your comments to the Broadcasting, Culture and Sport Branch no later than 10 August 1996.  Submissions should be sent to the following addresses :





	by e-mail	-	rcbase2@hkstar.com


	or


	by post	-	Film and Entertainment Division


				Broadcasting, Culture and Sport Branch


				41/F Revenue Tower, 5 Gloucester Road


				Wan Chai, Hong Kong.





22.	For any inquiries relating to this paper, please contact the Broadcasting, Culture and Sport Branch at (852) 2594 6617, or use the abovementioned e-mail address.




















Broadcasting, Culture and Sport Branch


10 July 1996
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